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NOTE
All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form, or by any means, mechanical, electronic, photocopying, recording, or other-
wise, without the prior written permission of OMRON.
No patent liability is assumed with respect to the use of the information contained herein. Moreover,
because OMRON is constantly striving to improve its high-quality products, the information contained
in this manual is subject to change without notice. Every precaution has been taken in the preparation
of this manual. Nevertheless, OMRON assumes no responsibility for errors or omissions. Neither is
any liability assumed for damages resulting from the use of the information contained in this publica-
tion.

Trademarks
Company names and product names in this document are the trademarks or registered trademarks of
their respective companies.

Copyrights
Microsoft product screen shots reprinted with permission from Microsoft Corporation.



Introduction
This manual is OMRON's original instructions describing the setup and operations of the PROFINET
fieldbus.
Please read this manual and make sure you understand the functionality and performance of PROFI-
NET fieldbus before attempting to use it.
Keep this manual in a safe place where it will be available for reference during operation.

Intended Audience
This manual is intended for the following personnel, who must also have knowledge of factory automa-
tion (FA) systems, robotic control methods, and Siemens controller configuration methods.
• Personnel in charge of introducing FA systems.
• Personnel in charge of designing FA systems.
• Personnel in charge of installing and maintaining FA systems.
• Personnel in charge of managing FA systems and facilities.

Applicable Models
This manual provides information for industrial robots that support PROFINET fieldbus. When informa-
tion varies between different robot models, details are provided.

Units
All units are metric unless otherwise noted.

Introduction
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Manual Information

Page Structure
The following page structure is used in this manual.
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5-1 Unpack

This section provides details on how to unpack the Industrial Panel PC.

5-1-1 Unpack Procedure

1 Check the package for damage.

If there is any visible damage:

• Take photos of the package and save them.

• Inform your supplier immediately.

2 Open the package.

Ensure not to damage the contents.

3 Ensure that all items are present.

Additional Information

Refer to 5-1-2 Items Supplied with the Product for the items supplied.

Note: This illustration is provided as a sample. It will not literally appear in this manual.

Item Explanation Item Explanation
A Level 1 heading E Special Information
B Level 2 heading F Manual name
C Level 3 heading G Page tab with the number of the main section
D Step in a procedure H Page number

Special Information
Special information in this manual is classified as follows:

Manual Information
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Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

Precautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality between different versions.

Manual Information
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Terms and Conditions Agreement

Warranty and Limitations of Liability

Warranty
• Exclusive Warranty

Omron’s exclusive warranty is that the Products will be free from defects in materials and workman-
ship for a period of twelve months from the date of sale by Omron (or such other period expressed
in writing by Omron). Omron disclaims all other warranties, expressed or implied.

• Limitations
OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.
Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

• Buyer Remedy
Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be re-
sponsible for warranty, repair, indemnity or any other claims or expenses regarding the Products un-
less Omron’s analysis confirms that the Products were properly handled, stored, installed and main-
tained and not subject to contamination, abuse, misuse or inappropriate modification. Return of any
Products by Buyer must be approved in writing by Omron before shipment. Omron Companies shall
not be liable for the suitability or unsuitability or the results from the use of Products in combination
with any electrical or electronic components, circuits, system assemblies or any other materials or
substances or environments. Any advice, recommendations or information given orally or in writing,
are not to be construed as an amendment or addition to the above warranty.

See http://www.omron.com/global/ or contact your Omron representative for published information.

Limitations of Liability
OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY. Further, in no event shall liability of Omron Com-
panies exceed the individual price of the Product on which liability is asserted.

Application Considerations

Terms and Conditions Agreement
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Suitability for Use
Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At Buy-
er’s request, Omron will provide applicable third party certification documents identifying ratings and
limitations of use which apply to the Product. This information by itself is not sufficient for a complete
determination of the suitability of the Product in combination with the end product, machine, system, or
other application or use. Buyer shall be solely responsible for determining appropriateness of the par-
ticular Product with respect to Buyer’s application, product or system. Buyer shall take application re-
sponsibility in all cases.
NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE HAS BEEN DESIGNED TO
ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS PROPERLY RATED AND IN-
STALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIPMENT OR SYSTEM.

Programmable Products
• Omron Companies shall not be responsible for the user’s programming of a programmable Product,

or any consequence thereof.
• Omron Companies shall not be responsible for the operation of the user accessible operating sys-

tem (e.g. Windows, Linux), or any consequence thereof.

Disclaimers

Performance Data
Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-
formance is subject to the Omron’s Warranty and Limitations of Liability.

Change in Specifications
Product specifications and accessories may be changed at any time based on improvements and oth-
er reasons. It is our practice to change part numbers when published ratings or features are changed,
or when significant construction changes are made. However, some specifications of the Product may
be changed without any notice. When in doubt, special part numbers may be assigned to fix or estab-
lish key specifications for your application. Please consult with your Omron’s representative at any
time to confirm actual specifications of purchased Product.

Errors and Omissions
Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.

Terms and Conditions Agreement
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Safety Precautions

Definition of Precautionary Information
The following notation is used in this manual to provide precautions required to ensure safe usage of
the LD-series AMR. The safety precautions that are provided are extremely important to safety.
Always read and heed the information provided in all safety precautions.
The following notation is used.

DANGER
Identifies an imminently hazardous situation which, if not avoid-
ed, is likely to result in serious injury, and might result in fatality
or severe property damage.

WARNING
Indicates a potentially hazardous situation which, if not avoid-
ed, could result in death or serious injury. Additionally, there
may be severe property damage.

CAUTION
Indicates a potentially hazardous situation which, if not avoid-
ed, may result in minor or moderate injury, or property damage.

Symbols
The circle and slash symbol indicates operations that you must not do. The specific opera-
tion is shown in the circle and explained in text.
This example indicates prohibiting disassembly.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for electric shock.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a general precaution.

The filled circle symbol indicates operations that you must do.
The specific operation is shown in the circle and explained in text.
This example shows a general precaution for something that you must do.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for high temperatures.

Warnings

WARNING

Safety Precautions
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Cybersecurity
To maintain the security and reliability of the system, a robust cybersecurity defense pro-
gram should be implemented, which may include some or all of the following:
Anti-virus protection
• Install the latest commercial-quality anti-virus software on the computer connected to

the control system and keep the software and virus definitions up-to-date.
• Scan USB drives or other external storage devices before connecting them to control

systems and equipment.
Security measures to prevent unauthorized network access
• Install physical controls so that only authorized personnel can access control systems

and equipment.
• Reduce connections to control systems and equipment via networks to prevent access

from untrusted devices.
• Install firewalls to block unused communications ports and limit communication be-

tween systems. Limit access between control systems and systems from the IT net-
work.

• Control remote access and adopt multifactor authentication to devices with remote ac-
cess to control systems and equipment.

• Set strong password policies and monitor for compliance frequently.
Data input and output protection
• Backup data and keep the data up-to-date periodically to prepare for data loss.
• Validate backups and retention policies to cope with unintentional modification of input/

output data to control systems and equipment.
• Validate the scope of data protection regularly to accommodate changes.
• Check validity of backups by scheduling test restores to ensure successful recovery

from incidents.
• Safety design, such as emergency shutdown and fail-soft operations in case of data

tampering and incidents.
Additional recommendations
• When using an external network environment to connect to an unauthorized terminal

such as a SCADA, HMI or to an unauthorized server may result in network security
issues such as spoofing and tampering.

• You must take sufficient measures such as restricting access to the terminal, using a
terminal equipped with a secure function, and locking the installation area by yourself.

• When constructing network infrastructure, communication failure may occur due to ca-
ble disconnection or the influence of unauthorized network equipment.

• Take adequate measures, such as restricting physical access to network devices, by
means such as locking the installation area.

• When using devices equipped with an SD Memory Card, there is a security risk that a
third party may acquire, alter, or replace the files and data in the removable media by
removing or unmounting the media.

• Please take sufficient measures, such as restricting physical access to the Controller
or taking appropriate management measures for removable media, by means of lock-
ing and controlling access to the installation area.

• Educate employees to help them identify phishing scams received via email on sys-
tems that will connect to the control network.

Safety Precautions

10 PROFINET Fieldbus Industrial Robot Configuration User's Guide (I685)



Related Manuals
Use the following related manuals for reference.

Manual Title Description
Automation Control Environment (ACE) Version 4 Us-
er's Manual (Cat. No. I633)

Instruction for the use of the ACE Version 4 software.

V+ User's Manual (Cat. No. I671) Provides a description of the V+ programming lan-
guage and functionality.

V+ Keyword Reference Manual (Cat. No. I672) Provides reference to V+ Keyword use and functionali-
ty.

Robot User's Manual User Manual for specific robot types.

Related Manuals
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Related Manuals
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1
Overview

This section provides a general overview.

1-1 Introduction .................................................................................................... 1-2
1-1-1 PROFINET Specifications ............................................................................... 1-2
1-1-2 Robot Firmware and Software Requirements ................................................. 1-2
1-1-3 Data Types ...................................................................................................... 1-3
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1-1 Introduction
This document provides information about PROFINET configuration and programming methods for
OMRON Industrial Robots.
PROFINET fieldbus provides the ability for OMRON Industrial Robots to exchange data with other in-
dustrial devices. The robot can be configured as a PROFINET device for communications with a PRO-
FINET controller.
V+ variables and robot status information can be shared over the PROFINET fieldbus allowing move-
ment and control with simple programming methods.
The PROFINET implementation uses a vendor-specific device profile that is detailed in this document.
The typical PROFINET system configuration is shown below.

T20 Teach

pendant 

Vision sensor

Ethernet

i4L Robot

Application 

Controller

(ACE software)

Development PC

(ACE software)

Safety

Devices
Front

Panel

Encoder,

Digital I/O

PROFINET

PROFINET

Controller

1-1-1 PROFINET Specifications
PROFINET communication specifications are provided below.

Item Specification
Protocol PROFINET v2.4
Class B
Device profile Vendor specific I/O
IO connection cycle time 4, 8, 16, 32, 64, 128, 512 ms
Maximum data payload 512 bytes
Sub-slot limit Slot 1 with V+ variable exchange can contain up to 32

sub-slots.

1-1-2 Robot Firmware and Software Requirements
The following firmware and software versions are required for PROFINET support.
• Firmware: version 6.0Cx or higher.
• Software: ACE version 4.7 or higher.
• i4L Robot Controller: Revision B and above.

1 Overview
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• i4H Robot Controller: Revision C and above.

Additional Information

Contact your local OMRON representative for more information about robot controller types not
listed above.

1-1-3 Data Types
Use the following information to understand all data types and sizes.

Data Type Minimum Byte Length Array Option (Byte Length)
BOOL 1 8/16/32 (1/2/4)
INT 2 1/16/32 (2/4/8)
DINT 4 1/16/32 (4/64/128)
REAL 4 1/16/32 (4/64/128)
LREAL 8 1/16/32 (8/128/256)
BYTE 32 (1 byte for each character) 32/64/128 (32/64/128)

1 Overview
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2
Configuration

2-1 Basic Configuration Steps ............................................................................ 2-2
2-2 Configuration Example.................................................................................. 2-3
2-3 V+ Program Example ..................................................................................... 2-9
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2-1 Basic Configuration Steps
Basic PROFINET configuration steps are provided below. Refer to 2-2 Configuration Example on page
2-3 for a specific configuration example.
The following items are required for PROFINET configuration:
• Siemens TIA Portal configuration software.
• A Siemens PLC that supports PROFINET controller functionality.
• An OMRON Industrial Robot that supports PROFINET device functionality.
• ACE software version 4.7 or higher.
• An installed robot device and a PLC controller with proper network connections.
Refer to the Automation Control Environment (ACE) Version 4 User's Manual (Cat. No. I633) for more
information about the Configure PROFINET Settings area.

1 Obtain the GSDML file using ACE.

2 Install the GSDML file using TIA Portal.

3 Add the robot device and make configuration settings in TIA Portal.

4 Add, compile, and download the TIA Portal configuration to the PLC.

5 Make robot configuration settings with ACE software.

6 Confirm data exchange between the robot and PLC.

7 Scan for the new robot device.

2 Configuration
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2-2 Configuration Example
This configuration example provides step-by-step instructions to configure the robot in a PROFINET
network under the following conditions.
• A Siemens S7-1200 or 1500 PLC is used as the PROFINET controller.
• An i4L robot is used as the PROFINET device.
• TIA Portal version 15 is used with the PLC added.
• ACE software version 4.7 is used with the robot added and online.
• The robot will exchange data using i_bool_8[] and q_bool_8[] BOOL array variables (array length is

8, 1 byte).

1 Obtain the GSDML xml file for the robot using ACE.
The GSDML file is stored in the robot controller. Connect to the robot controller using ACE.
Open the Configure PROFINET Settings area and then click the Export GSDML Button.

2 Install the GSDML file using TIA Portal.

3 Confirm that OMRON Corporation robots are listed in the Catalog area.

2 Configuration
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4 Add the robot device to the Network view with TIA Portal.

5 Assign the IP address of the robot with TIA Portal.

2 Configuration

2-4 PROFINET Fieldbus Industrial Robot Configuration User's Guide (I685)



6 Assign a unique device name to the robot in TIA Portal.

7 Set the IO cycle update time with TIA Portal.

8 Add the V+ Variable Exchange Module to the Device Overview.

2 Configuration
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9 Configure the data to exchange with TIA Portal.
Set the input and output data to exchange between the robot and PLC in the following manner.

10 Assign symbolic names for each address.

11 Add, compile, and download the TIA Portal configuration to the PLC.

12 Access the robot controller Configure Options area with the ACE software and then proceed
with the Configure PROFINET Settings option.

13 Enter the V+ External Variable Name and then set the IO Type, Variable Type and Array
Length in the Configure PROFINET Settings area.
Make the following considerations when creating V+ External Variables in this area.
• Ensure the order (top to bottom) of the variables corresponds with the order established in

TIA Portal.
• V+ External Variables standard types are 64 bit floating point.
• Brackets [] must follow the variable name when declaring an array variable type. Array varia-

bles must also have an array length set.
• A $ character must proceed the variable name when declaring a string variable type. String

variables must also have an array length set.
• V+ variable naming convention must be followed. Refer to the V+ User's Manual (Cat. No.

I671) for more information.

2 Configuration
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14 Select the Enable PROFINET check-box and adjust the communication error behavior settings.
Click the Save Button to implement the changes.
Saving triggers a robot controller reboot request.

15 Synchronize the new variables created in the robot controller after the reboot.
Select the new variables and then click Transfer from Target to bring the new variables into
the ACE project.

16 Scan for the new robot device.
If the new robot is not detected, check network connections and repeat previous steps. Refer
to Section 3 Troubleshooting on page 3-1 for more information.

17 Check the Device Overview area in TIA Portal to ensure the connection status is valid.
If the connection status is not valid, check network connections and repeat previous steps. Re-
fer to Section 3 Troubleshooting on page 3-1 for more information.

2 Configuration
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18 Confirm data exchange by checking the following areas in the ACE software.
If the data exchange is not occurring, check network connections and repeat previous steps.
Refer to Section 3 Troubleshooting on page 3-1 for more information.

2 Configuration
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2-3 V+ Program Example
This section shows an example V+ program.
While the robot is active and connected, the program checks for the status of the first bit in the
q_bool_8 array, and then based on that bool value, sets the value of the first bit of the i_bool_8 array
to match and prints the values of both bits.
If there is an error, the program will instead print information about the error.
.PROGRAM profinet.comm()

      ;Main loop
      WHILE TRUE DO
      ;While PROFINET State is ACTIVE (enabled, connected, and communicating)
          WHILE FB.STATE == 3 DO
              ;Reflect input to output from PLC point of view
              IF q_bool_8[0] THEN
                  i_bool_8[0] = TRUE
              END
              IF NOT q_bool_8[0] THEN
                  i_bool_8[0] = FALSE
              END
              ;Delay of 2ms
              WAIT.EVENT , 2E-03
              ;Print values of PROFINET Input and Output Data
              TYPE "q_bool_8[0]: ", q_bool_8[0], ",    i_bool_8[0]: ", i_bool_8[0]
          END

          $additional_info = ""
          ;Get PROFINET Error Code and Additional Information (FB.ERROR)
          fieldbus_error = FB.ERROR($additional_info)
          ;If there is a PROFINET Error
          IF (fieldbus_error <> 1) THEN
              ;Print Error Information
              TYPE "General Profinet error: ", fieldbus_error
              TYPE "Additional Information: ", $additional_info
          END
          ;Delay of 2ms
          WAIT.EVENT , 2E-03
      END

.END

2 Configuration
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3
Troubleshooting

Use the information in this section to troubleshoot PROFINET communication issues.

3-1 PROFINET Status ........................................................................................... 3-2
3-2 PROFINET Errors ........................................................................................... 3-3
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3-1 PROFINET Status
Use the FB.STATE keyword to return the current state of the fieldbus. This keyword returns the follow-
ing information.

Additional Information

Refer to the V+ Keyword Reference Manual (Cat. No. I672) for more information about the
FB.STATE keyword and usage.

Value Returned Fieldbus State Description
0 Disabled Initialization fails or PROFINET is

disabled.
1 Inactive PROFINET is enabled but there is

no connection
2 Idle PROFINET is enabled and con-

nected, but there is not data ex-
change between the Controller and
the robot.

3 Active PROFINET is enabled, connected,
and communicating. Data is being
actively exchanged between the
Controller and the robot.

3 Troubleshooting
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3-2 PROFINET Errors
Use the FB.ERROR keyword to obtain detailed PROFINET error information. Fieldbus error code and
error description details returned from the FB.ERROR keyword are provided below.

Additional Information

• Refer to the V+ Keyword Reference Manual (Cat. No. I672) for more information about the
FB.ERROR keyword and usage.

• The robot behavior when communication errors occur can be configured in the ACE software.
Refer to the Automation Control Environment (ACE) Version 4 User's Manual (Cat. No. I633)
for more information about configuring PROFINET settings.

Error Code Error Description Fieldbus
State Cause Details

-1202 (field-
bus system
initialization
fault)

Error Code 1 Disabled Device configuration
failed.

• I&M configuration cor-
rupted.

• Memory not initialized.
• Network interface not

available.
Error Code 2 PROFINET stack initialization failed.
Error Code 3 LLDP system description

corrupted.
LLDP system description
in illegal status.
• Port description TLV

(port 0).
• System name TLV.
• System description

TLV.
Error Code 4 LLDP port description in

illegal status.
Port description TLV (port
1).

Error Code 5 LLDP PHY not initialized.
Error Code 6 Profile version mismatch PROFINET cannot be ini-

tialized because of a ver-
sion mismatch.

-1201 (con-
nection
lost)

Connection rejected x y z
a where:
• x = Error code
• y = Error decode
• z = Error code 1
• a = Error code 2

Inactive Connection request re-
jected.

The connection request
was rejected by the PRO-
FINET controller.

Communication closed
because of a comm loss

Connection timeout. The connection has been
aborted by the PROFI-
NET controller.

3 Troubleshooting
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Error Code Error Description Fieldbus
State Cause Details

-1203 (inva-
lid data)

Not able to read data be-
cause the PLC has stop-
ped

IdleIdle The controller stopped. Communication data is in-
valid because the Control-
ler has stopped.

Not able to read data be-
cause supervisor is block-
ing submodule

The supervisor blocked
the submodule.

Communication data is in-
valid because the supervi-
sor is blocking the com-
munication.

Not able to read data be-
cause the submodule is
invalid

The submodule is invalid. Communication data is in-
valid because the sub-
module is invalid.

-1200 (inva-
lid configu-
ration)

Module Diff (Expected x,
y, Actual z a) at b, c
where:
• x, z = Module ident

number
• y, a = Submodule ident

number
• b = slot number
• c = subslot number

A profile/robot mismatch
occurred.

A mismatch between the
PROFINET I/O and ACE
submodule configuration
exists.

Peer Mismatch x where x
= extended channel error
type

A peer mismatch occur-
red.

The peer port is mis-
matched in the port name.

MAU Type Mismatch: Ex-
pected x, Actual y where
x, y = MAU Type

A MAU type mismatch oc-
curred.

The peer port mismatch-
ed in the MAU type.

Link State Mismatched
(Expected x y, Actual z a)
where:
• x, z = Link State
• y, a = Port State

A link mismatch occurred. The peer port is mis-
matched in the link.

Variable Type Mismatch
(Expected: 0xY, Real:
0xA) at slot b, subslot c
where:
• Y, A = submodule Ident

Number in hex
• b = slot number
• c = subslot number

A variable mismatch oc-
curred.

A mismatch between
PROFINET I/O and the
ACE submodule configu-
ration occurred.

Robot Type Mismatch
(Expected: 0xY, Real:
0xA) at slot b, subslot c
where:
• Y, A = Module Ident

Number in hex
• b = slot number
• c = subslot number

A robot type mismatch oc-
curred.

The actual robot is differ-
ent than the one config-
ured in the PROFINET
controller.

3 Troubleshooting
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